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Create an Auth Account

Cardinal users at state agencies that are not on the Commonwealth’s managed network will not
have direct access to Cardinal or to the Cardinal Change Network site. They will need to access
these through SWAP (Secured Web Application Portal) and each Cardinal user from these

agencies will need an Auth account to do so.

This job aid lists the steps necessary to create an Auth account.

1 GoTo:https://accessidm.vita.virginia.gov/External/NewAccountRegistration.aspx

2 Enter the user’'s email address in both fields and press the Request button.
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3 A confirmation will be sent to the email address that was entered.

U

File Edit View Favorites Tools Help

€ | https://accessidm.vita.virginia.gov/External/success.htm - % X E’G::og:'s

3¢ Favorites 5.5 Z7 Time Sheet - ERP Portal Z7 SAP NetWeaver Portal @ | VMware Service Manager ... | Work Request Log E) Partnership Site - Home

@Success i_’-/} R ~-= m v Page~ Safety

' Virginea information Technologies Agency

J Viraliseniiny manager

Your account request has been submitted successfully. You will receive an e-mail with instructions on how to activate your account.

4 The user will get an email indicating that the user’s profile has been created:

VITA Identity Manager: Account Pending Completion
From: “Farefront Identity Manager Senice” <FIMSenice@itp.vita.virginia.govs

To:  “radix_m@yahoo.com” <radix_m@yahoo.com>

' Wirgirua Imformohion Technologies Agency
B
-

V A ) -

A request for an account to access Commonwealth of Virginia external application(s) has been received by VIM.

< Your account is now pending completion.
Please click here to update your account information.

Thanks,

5 Clicking on the link takes the user to a webpage where the user’s profile will need to be updated by
entering (at a minimum) the user’s first and last name and creating password. Passwords must be a
minimum of 9 characters in length, and contain at least 1 upper case letter, 1 lower case letter and
one number. Please use a strong password for this account. VITA provides guidance on creating
strong passwords.
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If you are directed to another page to request access to applications, DO NOT make any choice here.
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6 After the first name, last name, and password selection and any other option details are submitted,
the user will receive another email containing information about password resets, etc.

From: “Forefront Identity Manager Service” <FIMSenice@itp.vita virginia.gov>

To: "radix_m@yahoo.com” <radix_m@yahoo.com>

Good moming,
by calling the VITA Customer Care Center (VCCC) whether a user is registered or not.
To register, please use the following link:

s+ VITA Identity Management (VIM) Portal —

https: dm vita virginia gov/extemalauthlogin aspx

¢ Click on "My Security Questions”
Once registered, you can reset your password by following the steps below:

o Go to VIM Portal —
https://accessidm vita virzinia zov/extemalauth/login aspx

s Click on “Change My Password”
Once registed, if vou have forgotten vour password you can reset by following the steps below:

e Go to VIM Portal —
https://accessidm.vita virgima gov/extemnalauthlogin.aspx

¢ Click on “Forgot Password?".

If you have any questions please contact the VCCC at 866.637 848268

Please do not reply to this email. This is an auto-generated email and the mailbox is not monitored

Thank vou,

VITA ITP Partnership

This is a reminder to register for the Password Management Portal. This password reset tool has been implemented for users in order to reset passwords via self-service methods. Passwords can be reset|
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7  Atthis point, the user’s Auth Account has been successfully set up.

This job aid was developed by the Cardinal Project to assist users outside the COV network in setting up
AUTH accounts. If you have additional questions, please contact VITA directly at (866) 637-8482 or
email the VITA Customer Care Center at vccc@vita.virginia.gov.
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