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Financial Sanctions Process 
Cardinal Financial Sanctions processing allows you to identify, review and update 
Commonwealth vendors on the federal Financial Sanctions List using a two-step process:  

 1. Load the updated U.S. Department of Treasury Financial Sanctions List  

 2. Review vendors on the report and update 

Loading new Financial Sanctions List: 
As indicated on the website, individuals can sign up to be notified when the list is updated. 

 

1 Navigate to hhtp://www.ustreas.gov/offices/enforcement/ofac/sdn/.   
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2 Scroll down the page.  Right click on the SDN.XML file from the list.   

 

 

3 Select Save Target As and place the file on your computer.  Do not change the file name. 
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4 Log into Cardinal and navigate to Cardinal Interfaces > Utilities > User File Upload. 

5 Enter the path and folder information in the Target Directory box: 
/ntshare/apps/psoft/interface/FINPRD/processing/AP21 

6 Click the Add button 

7 Browse to select the financial sanctions file (SDN.XML) that you saved to your computer and click the 
Upload button. 

8 Once the file has been selected, select the Copy to Target Directory button to save file in the 
Cardinal folder. 

9 Navigate to Banking > Financial Sanctions > Import Financial Sanctions List. 
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10 If you have never run this before, enter Run Control ID (FinancialSanctionsList) on the Add a New 
Value tab.  Once you create a Run Control ID, it can never be deleted.   

You can use the same Run Control ID for whenever you run the Financial Sanctions List.  Always use 
the original Run Control ID after the initial creation.  Search for and select the Run Control ID on 
the Find an Existing Value tab. 

11 Click the Add button when initially creating the Run Control ID on the Add a New Value tab. 

Click the Run Control ID from the Search list on the Find an Existing Value tab. 
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12 Verify the Import Type is File. 

13 Enter File Path to the financial sanctions file (i.e., 
/ntshare/apps/psoft/interface/FINPRD/processing/AP21). 

14 Click the Select File button. 

15 Choose the snd.xml file. 

16 Enter OFAC as Layout. 

Note for steps 12-16: You will not need to repeat these steps after these have been initially 
completed.  You will only need to review the data after that point to confirm accuracy. 

17 Click the Run button. This opens the Process Scheduler page. 

18 Click Ok. 

19 Click the Process Monitor hyperlink and verify the process has run successfully with a Run Status 
of Success and Distribution Status of Posted.  

20 For full Quarterly Financial Sanctions processing: 

a. Submit a request  to the Help Desk (by Monday) 

b. Request that the full Financial Sanctions validation process be run the upcoming weekend 

We recommend that this process be run over the weekend because of the resources required. It 
compares every Cardinal vendor to those on the Financial Sanctions List.  
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Financial Sanctions Review: 
1 Navigate to Vendor > Vendor Information > Maintain > Financial Sanctions Validation Log to 

view vendors that are in Financial Sanctions Review status. 

 

2 Click both the Go to Vendor Info and Financial Sanctions Inquiry hyperlinks to review information 
on the vendor and on the Specially Designated Nationals (SDN) list.   

 

3 Be sure to review all the information on the SDN list.  For example, the above screenshot indicates 
this is just one of four records.  Pay close attention to this and review all the records. 
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4 If information is not an exact match, then the hit can qualify as a non-match and the vendor’s 
Financial Sanction status should be changed to Cleared. 

5 Enter 90 as Days before next validation. 

6 Click the Save button. 

7 If the information is an exact match, then contact the Office of Foreign Assets control (OFAC) to 
confirm if the vendor status should be changed to Blocked. 

a. Call OFAC hotline at 1-800-540-6322.  Check online to confirm the number has not changed. 

b. If OFAC agrees, it is recommended by the US Treasury to always contact OFAC prior to 
blocking a vendor, change status to Blocked. 

c. Click the Save button. 
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